PRO32

PRO32
ENDPOINT SECURITY.

bbicTpbIV CTapT



OrnasnexHue

YCTaHOBKA KOHCOM QAMUHUCTPUPOBAHM c...eveeeenitieeeeaiieteesattteesaauteeeesauseeeesabeteessauseeeesanseeeesaaseeeessaseeens 3
CKAUMBAHUE JUCTPUOYTUBA c.cuveeeeeiiieeeiitteeeeaitteeesauteteeesautteeesuteeeesaabeeeeeabtteesaneaeesaanbeeeesaseeeesannees 3
MBBIIEUEHME DAIMIMOB ..cevviiuiieeeeeeeiiiiieie e e e e e e ettt eee e e e e e e ettt taaeeeeeseesttsanaeaaaeeessssnnnsaaaaessssssnnnnaaeaeeessssnnnnn 3
JINUEH3NOHHOE COTTMALUEHME .. cunieieeteet e teete et e e et e et e aee s e et e aa et e eanssnnstnssansanaesnsennsenaesnssnnssnnesneennns 4
BbIOOP BA3bI AHHDIX.ceettuuuuieeeeeeetttiuiaaeeeeeseettrtnaaeeaeesssstsnnaeeeessssssnnnesaeessssssnnnsaeasessssssnnnnaesessessssnnnnn 5
HaCTPOMKM MAPAMETPOB BXOMA. e eeieieieiiieiiiitiiiittietteettetattttatataataaataaaataaaaaaaaaaaaaaaaaaaaaaeaaaaaaeteeeeeeeaeeeeeens 5
MOAKNOUEHNE K MOUTOBOMY CEPBEPY ..ueeerruueetrnuneerenunnrerennsaaeeennsaernsnsaserennsseensnnsseessneeeeennseeenennssenenns 6
Appeca cepBepPa AAMUHUCTPUPOBAHMEA ...cevuuueeetnieeettneeeetenaaeeennaeetenaaeeennnaeeesnaeerennsseersnseeresneaees 6
YcTaHoOBKa cepsepa agMuHuctpuposaHma PRO32 Endpoint Security ........coovvvviiiiiiiiii, 7

AKTUBALMA PRO32 ENAPOINT SECUIITY 1uuuuiieieeeeeeeseeee s s 8
(oY1 M-I (o1 Tole ) 1| SO PTRRPPRRt 8
COBLaHME YHETHOM BATIMCH .vvvvuvvrerereeesnnennsssnnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssnsssssnnnnnnnns 8
AKTUBALMA KITHOUQ MPOLLYKT ..eeerunneeettuurertnnaaettnuseeetennsaeeesnseeeesnseenennsseessnsreresneeerennseersnseeeesnseaees 9
[NOATBEPMKACHME QKTUBALIMM . eveieeeetieeeeetaeeetteaeeettu e eeteaaaaeeenaaaeeeeannaeeennssaenennneeesnnsseeennneeesennnsennnnn 9

YctaHoBKa aHTUBMpYca PRO32 Endpoint SECUNitY.....ccoviiviiiiiii 10
JIOKA/IDHAA YCTAHOBKA ... eeetuieeiinieeettieeeettieeeetnaeeettanseeteneaesennaaetennseeesnnsseresnnssenennsseensnnnsernsnnneees 11

CIPABKA MO MPOAYKTY ettuieettnueeetiuueeettuaaettnnsaeetenaaeresasaetennseetsnsssesesnsseensnnsseresneterennsseensnesesesnsseerennnns 13



YCTaHOBKa KOHCO/IM dAMUHNCTPUNPOBAHUA

CKkaumBaHue anctpmnbyTmea

PRO32 Endpoint Security noctaenseTcs B BUAE e4MHOM0 yCTaHOBOYHOIO daiina, cogepiKallero Bce HeobxoamMmble
KOMMOHEHTbI:

CepBep aAMUHUCTPUPOBAHUA

Beb6-KOHCONb a4MUHUCTPUPOBAHUA
Beb-cepsep

Cepsep 6a3bl gaHHbIX Microsoft SQL Express
KnneHTt PRO32 Endpoint Security

ukhwnN e

e 3aiguTe Ha cTpaHuuy: https://pro32.com/ru/business/pro32-antivirus/comm-download/
e 3arpysute auctpmnbytns PRO32EndpointSecuritysetup.exe

N3BneyeHne dpannos

OBaxkabl KNMKHUTe Ha dain PRO32EndpointSecuritySetup.exe, 6yayT nssieyeHbl yCTaHOBOYHbIE $albl.

Endpoint Security

PRO32 Endpoint

MoxanyicTa, NogoXouTe, NoKa W3ENeKaTCA dains



https://pro32.com/ru/business/pro32-antivirus/comm-download/

Mocne nsBneyeHmsa d)aﬁnos dBTOMaTUYECKUN 3aNyCTUTCA MacCTep YCTaHOBKWN, KOTOprﬁ NMOMOXXeT aAMUHUCTPaTOPY

BbIMNO/IHNTb YCTAaHOBKY.

wo YetaHoewka PRO3Z

PROZ2 Endpoint Sec

Nobpo noxanoBatTe B MacTep ycTaHoBKH Endpoint Security

3TOT MACcTep NOMOMET BamM YCTAHOBWMTE Endpoint Security Ha eawem
KOMMbIOTEpE.

npemynpexoedue: 3Ta nporpamMma salmiLeHa 3akoHon off aETopCKOM Npage W
MEXOYHAPOOHEIMKM OOTOEODEMM.

= Haaan Danee = OTrMeHa
E | |

JInueH3noHHoe cornatieHmne

MpoyTnTe NNLLEH3MOHHOE CornalleHmne n BbIGGpMTe BapuaHT l NPMHUMAIO YCNOBUA NULLEH3UOHHOIO COrNALLEHUA.

s ¥eranoeka PRO32

PROZ2 Endpoint Sec

JJHIOEH3HOHHOE COTJIAINIEHHE HA AHTHBHPYCHOE ~
MPOTPAMMHOE OBECIIEYEHHE Q000 «IIPQ32 TPEHI»

BAJKHOE IOPMIWYECKOE VBEJIOMIEHHME I BCEX
[IOJIB30OBATEJIEH: BHUMATEJIBHO [IPOUUTAHTE
CJIEIVIOLIEE IOPHIMUECKOE COIJIALIEHUE, [TPEX/E YEM
HAYATE HCTIOIL30BATE [TIPOIPANMMHOE OBECIIEYEHHE.

(@) NPUHNMAND YCNOBWA NNULEH3MOHHOID COMalleHNE:

Dﬂ HE MPUHUMER YCNOBWA NUMUEH3WMOHHOID CormaweHnA

= Haaag, || Danee = || OTmeHa

Ecnv ycTaHoBUTL daxoK fl He NPUHUMAIO YCI0BUA TNLLEH3UOHHOTO COrNaLLeHUs, NPOAYKT He byaeT
YCTaHOBJ/IEH, @ MacTep YCTaHOBKM BYAeT 3aKpbIT.



Bbi6op ba3bl AaHHbIX

Ha atom wware Heob6xoaMMO BbIBPaTh YCTAHOBKY HOBOMO CEpBeEpa MM UCMO/Ib30BaHME CYLLECTBYIOLLEro cepeepa
6a3bl gaHHbIX Microsoft SQL Server.

s YetaHoeka PRO32 >

PROZ2 Endpoint

BribepuTe Baay QaHHBIX
(® Microsoft SQOL Server 2014

() VicnoneayiiTe cyWwecTeyoWMiA cepeep Microsoft SOL Server

I < Hasag i| Oanee = H OTmeHa

HacTpolkn napameTpoB BXxo4a

Ha cneayroulem sKpaHe Bbl MOXKETE BBECTU YYETHbDbIE aHHbIE 1A BXOAa B KOHCOJ/Ib aAMUHUCTPATOpPA. TaKe Bbl
MOXeTe HAaCTPOUTb NapamMeTpbl NPOKCKU, HAXKaB KHOMKY npOKCM.

s YeTanoeka PRO32

PRO32 Endpoint

HacTpoilku cepeepa

ImMA none30BaTENA ONA BXOQA administrator] ‘

Mapone

MOETOPHO BEEONTE Naponk

MopT cepeepa FO70

[ Wcnoneaoeate SSL OnNA AOCTYNA K KOHCOMNW
Homep nopra SSL F443

| <Haaag || Hanee = H OTMeHa ‘




MoAKNtOYEHNE K MOYTOBOMY CEpPBEpY

3afaiiTe NnapameTpbl NOYTOBOro cepBepa Npu He0bXo4MMOCTU IMBO NPONYCTUTE 3TOT War

mar YeTaHoeka PRO32

PROZZ Endpoint

HacTpofkn yEeOOMNEHWA 0 33WNTE NO 3NEKTPOHHOR NouyTe
Anpec email
SMTP-cepeep Mopt 25 S5l
Mpoeepka nognuHHOCTH SMTP-cepeepa
lma
MoNb30BATENA (HeoGRaaTensbHo)
Maponke (HeobA3aTenkeHo)
i MponycTiTe HACTROMEW YBEOOMMNEHNA N0 3NEKTPOHHOW novyTe
= Haaan | ‘ HDanee = ‘ ‘ OTMeHa

Anpeca cepsepa aAMUHUCTPUPOBAHMA

YKaxKuTe NopaaoK afpecos, KoTopble ByaeT MCN0Ab30BaTh KAMEHT 415 MOAKAOUYEHUA K cepBepy

wou YeTaHoeka PRO32

PROZZ Endpoint

HacTpoHKu KNHeHTa

BeeOMTe NOPADOK, B KOTOPOM KNWEHT OOM¥EH NONLITATLCA NOAKNIOYMTLCA K
cepeepy. Ka¥Oan 3anuce MOKET GbiTh IP-a0pecom, MMEHEM KOMMLKTERa UK
NOMHEIM OQOMEHHKIM MMEHEM, KOTOPOE MCNOMNL3YETCA KNWEHTaMN ANA A0CTYNA K

CEpBEpY.
AOpec cepeepa Hagepx
10,0215
WIN-B47BICEBESC e

¥0anute
‘ OoGaente
E = Haaag, i| Hanee = H OTmeHa




YcTaHoBKa cepBepa agmmHncTpmuposatma PRO32 Endpoint Security

Mocne Haxkatnm “Nanee” byneT ycTaHOBAEH cepBep agmuHUCTpupoBaHma PRO32 Endpoint Security.

s ¥eranoska PRO32

PROZ2Z Endpoint

MoxanydcTa nogoxouTe noka Endpoint Security ycTaHaBNWEAETCA HA BALW
KOMNBKTER. 3T0 MOMET 3aHATE HECKONLKD MUHYT B 33BWCAMOCTH OT KOHDUIypaLwum

KOMNBKTERA.....

YcTaHoeka Endpoint Security...
Konuwpoeanuwe dradinoe.....
3anyck cepeepa

Hactpoika

=Hazag Hanee = OTMeHa

weos YeTaHoeka PRO3Z

PROZ2 Endpoint

YCTAHOBKA YCNEWHD 3aEeplleHa

YeraHoeka Endpoint Security...

+  HKonupoepadwe dainoe..
'  Janyck cepeepa...

+ Hacrpoika cepeepa...

= Ha3an Danee =

Mocne ycnewHoM yCTaHOBKM Bbl MOXKETe HaxaTb «KoHeL», YTobbl 3aMyCTUTb KOHCO/Ib aAMUHUCTPATOPA.
TakKe Ha paboyem cTose NOABUTCA APJbIK A5 3anycka KoHconm Pro32 Endpoint Security.

Mpu nepsom 3anyCKe KOHCO/IM NPOAYKT NONPOCUT NPON3BECTU aKTUBALUMUIO.



AkTnBaumsa PRO32 Endpoint Security

Bxoz B KOHCOMb

Mocne ycnewHoi yctaHoBkM PRO32 Endpoint Security aBTomaTMyecKu OTKPbIBAETCA OKHO BXOAa B KOHCO/1b
AAMUHUCTPUPOBAHMA.

admimestraton

BOWTH

2a0eina napons? 'Ocrasameca B cucTema

[Mocne BXxo4a B KOHCO/b, HaXKmUTe « AKTUBUPOBATb cenyac» Ytobbl npPoAO/IKUTb.

AxTveauus npoaykTa

Bam Heobxogumo aKTMEMPOEATE NPOAYKT Ha 3TOM CEPEEPE, NPENE YEM Bbl CMOKETE MPUCTYNNTL
¥ pa3eepTLIBaHHIo endpoint Security U yNpaEnATs M.

AKTHBMPOBATL CEHYAC

Co3paHue y4yeTHOM 3anmcu

B npouecce akTMBaumu byaet npeanorKeHo npeaocTaBuTb PerncTpaLMoHHy0 MHGOPMALMIO, TaKYH KaK:

BBeanTe HeobX0AMMYIO MHOOPMALMIO U HAXKMUTE
«[lanee».

aapec 3NEeKTPOHHOM NOYTbI,
naposb (byaeT ucnosnb3osatbea ana Bxoga B PRO32 MyAccount)
Ha3BaHMe KOMNaHUK1
KOHTaKTHbIN HOmep TenedpoHa
NOYTOBbIN aZipec KOMMNAHUN.

= CTO30ATL AKKAYHT

Congadmg Syt m BOVUSATE £ CYWIeCTE el
¥l 4 Bl Bihoate Tyl

Homweid axkaymsT

Ernad aopas

Map THOTORHTE MO

RIEEHoE b A Tarmae



https://updates.oem07.com/Pro32BizEd/myaccount/MyAccnt.aspx

AKTMBaUMA KAOYa NPOAYKTa

Mocne BBOAA PErUCTPALMOHHOM MHGOPMALMKM B OKHE aKTUBaL MK ByaeT NpeaioxeHO YKa3aTb AULEH3UOHHbIN
K104 NPOAYKTa ANA aKTUBALMK AnLLeH3MK. MNocne BBOAa KatoUa HaxmuTte «anee».

License Activation
L LICENSE INFORMATION
Product Key

[KEESWLWXX

Ecnun paHee NMLEH3UA yKe aKTMBUPOBAACh Ha APYrMX CepBepax, TO NPU aKTMBALMM MOXKHO pacnpenenmTb
JINLEH3UN MO cepBepam, MB0O 3TO MOXKHO caenaTb No3gHee B IMYHOM KabmHeTe PRO32 MyAccount

AKTHBAUMA NHUEHINUH

£ PACMPEOENEHUE KOMMLIOTEPOB

[InA NPEABCTAENEHHOID BAMI KNKUS NPOSYKTA YCTAHORNEHO CrPaHIMUEHME Ha 5
KOMNB0TEDS. Bl MOmeTE YE83aTe KONWYECTEO0 KOMNBOTEPOB OANA 3ITOND

cepeepa.
Kniou npogyxTa KTPR3- 20X -2 X =KX
Ha3szaxwe caima WIN.B4TBICEBESC
# Hazeanwe canTa Pacnpenenexune

2 WIN-11RRV5PHTO4

1 WIN-B47BICEBESC (Hoswiit Cepaep)
[ 9

[Ciaoan | ance ] Orwena |

MoATBepKAEHME aKTUBAL MM

Mocne 3aBepLUeHMA aKTMBaALLMM B Bbl YBUANUTE MHDOPMALMIO O NINLLEH3UK:

®  aapec 3/1eKTPOHHOM MOoYTbI
®  JIMLEH3UOHHbIN KoY

e  [aTa OKOHYaHWA INLLEH3UK
®  KOJIMYEeCTBO y3/108

ANTHBALMA NHULEHINK

" YCMNEWHAA AKTMBALIMA

Bnaropgapum 3a aktusaywo PRO32 Endpoint Security Advanced.
WHdopmaumna o NMUEH3IWK

Email agpec akiselevi@pro32 team
Muuyeranorssm knoy KTPRXOCOCOOOOOOC
NaTa oKoHYaHWA Sep-16-2022

Konudecteo yanos 5

Tian nLeH3M Detio nuyeHIMA



https://updates.oem07.com/Pro32BizEd/myaccount/MyAccnt.aspx

YcTaHoBKa aHTMBKMpYca PRO32 Endpoint Security

Mocne YCI'IELLIHOﬁ AKTMBaUMKM NOABNAETCA OCHOBHOE OKHO KOHCO/IM U MOXXHO NPUCTYNaTb K p,aaneﬁLueﬁ HaCTpOﬁKe
N YCTaHOBKE 3aLlUNThbI.

=, AR TRATER [obBaBneHue KOMNLIOTEPOB

ﬁ Nawens ynpasnesus

] wacrpoion knwesra

@ ‘YnpasneHne NPRNCWEHIKALM e
£ Hecroimn

B sminas CKauaTb YCTaHOBIUMK YcTaHoBKa Yepes aNeKTPOHHYIO NONTY

Blid MENETE CHIETE W YCTIHOBHTE KNAEHT IAUMTE OTERA Bu THICLAAG © HHCTRYKLUARMH 0 JATPY e,

© ©

YMHEHNGH YCTaHOBEKa Tuxasa YCTaHOBKa

il omer

Bled e PAMDEDRHYTE KNMEHTERYH: JALHTY H YAAMEHISN FOMNLHITERAX Bl MovseTe 32TDYIATE A YT TAHGBKH B P,

Bbl mokeTe Bbl6paTb cneaywouine BapnaHTbl YCTAaHOBKU!

JlokanbHas ycTaHOBKa. B 3TOM cnyyae Bbl CKauMBaeTe NaKeT M yCTaHaBAMBAETE NPOAYKT IOKA/IbHO Ha KaXKaoMm
KOHEYHOM TOoYKe.

YcTaHOBKa Mo 31eKTPOHHOM nouTe. Mpu BbIGope 3TOro BapnaHTa ycTaHOBKM GpopmmpyeTcs coobLieHne
3N1EKTPOHHOM MOYTbI C YKa3aHMEM CCbIIKM AR CKauMBaHWA yCTaHOBLWMKA. [laHHOoe coobuieHne oTnpasaseTcs
yKasaHHbIM Bamu nonbsosatensam. Cneayer yunTbiBaTb, YTO A4 YCTAHOBKM aHTUBMPYCA NO/b30BaTEO
noTpebytoTca Npasa JI0KaIbHOMO aAMMUHUCTPATOPA.

YpaaneHHaA ycTaHOBKA. Bbl MOXeTe yaneHHO pa3BepHYTb aHTUBUPYCHYIO 3almTy B Active Directory nau Pabouei
rpynne, Bbibpas KomnbtoTepbl U3 Aepesa AD, ykaszas IP aapec KOHKPETHOro KomnbloTepa UAn AnanasoH IP
aapecos.

Tuxasa yctaHoBKa. AHTUBMpPYC PRO32 MOXKHO YCTAHOBUTb B TUXOM PEXMME, HE BbIBOAA OKHA YCTAHOBKM Ha 3KPaH
nosib3oBaTens.

10



JlokanbHas YCTaHOBKa

JlokanbHanA ycTaHOBKa npoaykTa 6esonacHocti PRO32 mosKeT 6biTb yA06Ha A1s He60/1bLWOro KoanyecTsa
KOHEYHbIX TOYEK.

ABTOpM3yiTech B KOHCcoM PRO32 Endpoint Security.
3anguTe B pasgen “HacTpoiku KaneHTa” -> “YcTaHOBUTL 3awWwmTy”

Yon o

rrozz ENDPOINT SECURITY

Manens yrpasnerus

@ Komnsorep T IP - agpec Toyne: Asrnevpye | Spawam. Mocneas. |  Onucasw. |  Bepewa . | Mocneaw. |
[_:] HacTpoiie knwerTa KnuesTs: 10.0.033 st Omenuen Scmousn Aar-30-20. . 1420500 Asr-30-20..
BHOBHTE 3ALLKTY e
VNPaBNeHue NPUNOKEHIUSMI (=] [= 10 @ %
Tpynns:

a HacTposiat TlonuTvsm
-

ARMMHUCTPMPOSaHIE Sagem
Mepeonpegenus
il orer Momirmi
Kaparmi+

B oTKpbIBLIEMCA OKHe BblbpaTh “Co3AaTh YCTAHOBOUHDIN NAaKeT”. TakKe MOXKHO CKayaTb [NakeT no ymonvaHuio
KAnKkHyB no URL ccbinke

YCTaHOBUTL 3auwmTy
HacTpoiika 3awpTsl KUeHToE CTaTyc yCTaHOBKM KnueHTa

HacTpoika 3amuTsl KNUeHTos

Ba W yCcTas nporpamuy Pro32 Endpoint security - Client no cosinwe Fowe. Bl TSIONE MOXETE SAMYCTUTE HACTPOMKY B SETOMITHUECKOM Dexuime. HasMuTe 30ecs AnA

'y Bonee A L
R —
i Coznams yeTanoscuHsi nater ) @
——
Fpynns:

Hasgasue naxeta

Monwmiscn URL-agpec ycTasosm

M3TET NO yMONUIHMD Moynna No ynmomagsms MoneTwes no i @733 TOTOKThz nstallsetup ssp

1 Maxer

YCTaHOBKa YEPes INEKTPOHHYIO NOUTY

Ba1 moxeTe coanaTe WaENOM NWCEMa anA P e AN Y % no email ¢ JAAMM MO 3ATPYIKE

Co3AaTe SNETPOHHYW NOUTY

YaaneHHas yCTaHOBK3

Bai momeTe pIIBEDHYTE KINESTCKYH SJUMTY =3 ¥ c ¥ ¥ . Ona Ay B Ha L
P e = npasa op3 KpOME TOMD. E3M TIIOKE MOXET NOT » ofwero aocTyna  dadinam. Haxauuwre
20eCs AN% NoNyueHwn Sonse NOAPOSHOR MHEODMILIAK © HECTROWKIX.
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B nosBMBLLUEMCA OKHe yKa3aTb MMs MakeTa, BblbpaTb rpynny 1 Haxatb “[lo6aButb”

Cosnate naket

Mpymnes:

Monumwcs

MNocne d)OpMMpOBaHMFI HOBOrO NaKeTa CKayanTe €ro, K/IMKHyB Ha HEO6XO,CI,MMYIO CCbINIRY

YCTaHOBMTL 3aLUUTY

HacTpoiika 3aLMTsl KNHEHTOS CTaTyc yCTaHOoBKM KNHEHTa

HRC‘I‘DD“KB JAWNTEI KMTHEHTOE

B ny Pro22 Endpoint security - Client no ceoinwe rioxe. Sa Taoxe: y HECTPOKY B HaxounTe 3a8cs AnA
yuena Bonze noapoBod undoouai
Hasea=ue naxeTa Tpynne: Monwman URL-agpec ycTaroamm
M3%ET NO yWONUGHRO Toynna ne I no hnp4/10.0.0.33 7070k Tbifinstslisetup 350
endpoint et test %710.0.0.33 TOT0k Thizfinstsllsetup sspTuid=EF9300
2 MNaxera

YCTAHOBKA YEDE3 NSKTPOHHYID NONTY

Bei moxeTe coanaTs Wadnos nkcsma ana oTmp ¥ no email PRy 70 33rpY
VaanerHas yCTaHoEka
ep Onn Ay H3 UgneeoMm
P poitn Bp yapa Wi n oGwero RocTyna « gaiinam. Haxuare

Yerasosia saupTs

Mocne ckaumBaHmA nakeTa aHTMBMpyc PRO32 Endpoint Security MOXHO YCTaHOBUTb JIOKA/IbHO.

BAXKHO!

12



CnpaBKa no nNpoAyKTy

[na nonydeHns noapobHON MHPOPMaLLMM O HACTPOMKe NPoAYKTa U paboTe C KOHCO/bIO aAMUHUCTPUPOBAHUA
HaXKMWUTE 3HAK «?» Ha BEPXHEl NaHen B OKHE KOHCO/IM agMUHUCTPUPOBAHNA M BbibepuTe NyHKT «CnpaBKa».

Mouck: Komnetotep

ADMINISTRATOR Cnpaska
OBHapyXeHue yrpos 3a nocnegHue 24 yaca -

rrosz ENDPOINT SECU

ﬁ Maxenb ynpaenexus

TaKsKe Bbl MOXETe CKauyaTb PYKOBOACTBO aAMMHUCTPATOPa AN NOCMOTPETb pasaen «Yacto 3agaBaemble
BOMPOCHI» Ha Hawem caiTe https://pro32.com.

Ecau y Bac ocTanucb BOMPOChI MK Bam TpebyeTca NomoLlpb, 06paTUTeCh B TEXHUYECKYHO NOAAEPKKY NO
3/1eKTPOHHOM noyTe support@pro32.com B ntoboe yaobHoe Ana Bac Bpems.

13


https://pro32.com/ru/business/pro32-antivirus/comm-download/
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